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DETAILED ACTION 

Claims 1-13 have been considered. Claims 1-4,6,9-10, and 13 have been rejected. Claims 5,7- 
8, and 11-12 have been objected to but marked as allowable if rewritten in independent form. 

Allowable Subject Matter 

Claims 5,7-8, and 11-12 are objected to as being dependent upon a rejected base claim, but 
would be allowable if rewritten in independent form including all of the limitations of the base claim and 
any intervening claims. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness 

rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as 
set forth in section 102 of this title, if the differences between the subject matter sought to be 
patented and the prior art are such that the subject matter as a whole would have been obvious 
at the time the invention was made to a person having ordinary skill in the art to which said 
subject matter pertains. Patentability shall not be negatived by the manner in which the invention 
was made. 

Claims 1-2,4, and 6 are rejected under 35 U.S.C. 103(a) as being unpatentable over Weppler, 
U.S. Patent No. 5,661,700, in view of Schneier (Schneier, Bruce. Applied Cryptography. Washington, 
DC. 1996. pages 75-78) in further view of Hartman, U.S. Patent No. 5,500,897. 

As per claim 1, the applicant describes a trusted high stability time source for use with a digital 
time stamping service and a trusted external time source, the time source comprising the following 
limitations which are met by Weppler in view of Schneier in further view of Hartman: 

a) a private time source in the form of a local running clock and indicating a private time 
(Weppler: Col 5, line 1 to Col 7, line 34); 
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b) a published time source in the form of a local running clock and indicating a published time 
(Weppler: Col 5. line 1 to Col 7, line 34); 

c) at least one power supply arranged to power the private time source and the published time 
source (Weppler: Col 5, line 1 to Col 7, line 34); 

5 d) control logic programmed to perform a time stamping operation by receiving a message, 

appending the published time to the message to create a timestamp, and digitally signing the timestamp 
with a private key (Schneier: pages 75-78); 

e) the control logic being further programmed to perform a published time source update by 
sending a request to the trusted external time source for a published time update, receiving a reply from 

10 the trusted external time source including the published time update, and updating the published time with 
the published time update if an update condition is satisfied, wherein the update condition is based in part 
on a time difference between the private time and the published time update (Hartman: Col 3, lines 2-7; 
Weppler: Col 5, linel to Col 7, line 34); 

Weppler discloses a private time source in the form of a local running clock and indicating a 

15 private time (part a), a published time source in the form of a local running clock and indicating a 

published time (part b), at least one power supply arranged to power the private time source and the 
published time source (part c), and updating the published time with the published time update if an 
update condition is satisfied, wherein the update condition is based in part on a time difference between 
the private and the published time update (part e). 

20 Weppler, however, does not disclose the use of timestamping in the system. More specifically. 

Weppler does not disclose control logic programmed to perform a time stamping operation by receiving a 
message, appending the published time to the message to create a timestamp, and digitally signing the 
timestamp with a private key (part d). Schneier discloses the limitations of the above and also teaches 
that timestamping data is useful, in systems that keep a time signal, to establish data authenticity. It 

25 would have been obvious to one of ordinary skill in the art at the time the invention was filed to combine 
the ideas of Schneier with those of Weppler and use the time capabilities in a timestamping operation 
because doing so is a useful means for establishing data authenticity. 
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Weppler in view of Schneier disclose all the limitations of the above claim, except for the limitation 
that the control logic sends a request to the trusted external time source for a published time update. The 
idea of requesting a time update from an external source is disclosed by Hartman. It would have been 
obvious to one of ordinary skill in the art at the time the invention was filed to combine the ideas of 
5 Hartman with those of Weppler in view of Schneier because doing so allows the control logic to receive a 
time update in a system in which the time updates are not sent automatically. 

As per claim 2, the applicant describes the trusted high stability time source of claim 1 , which is 
met by Weppler in view of Schneier in further view of Hartman, with the following limitation which is met 
10 by Weppler: 

A printed circuit board including a connector for connecting to a bus of a computer, wherein the 
private time source, the published time source, the at least one power supply, and the control logic are 
mounted to the printed circuit board (Weppler: Col 5, line 1 to Col 7, line 34). 

15 As per claim 4, the applicant describes the time source of claim 1 , which is met by Weppler in 

view of Schneier in further view of Hartman, with the following limitation which is met by Hartman: 

Wherein the control logic is programmed to perform the published time source update at least 
once per month (Hartman: Col 3, lines 2-7). 

As described by Hartman, the time updates can occur at any prescribed regular time interval. 

20 

As per claim 6, the applicant describes the high stability time source of claim 1, which is met by 
Weppler in view of Schneier in further view of Hartman, with the following limitation which is met by 
Weppler: 

Wherein the control logic updates the published time with the published time update in an update 
25 manner that is based on a time difference between the published time and the published time update 
(Weppler: Col 5, line 1 to Col 7, line 34). 
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Claim 3 is rejected under 35 U.S.C. 103(a) as being unpatentable over Weppler in view of 
Schneier in further view of Hartman in further view of Esker, U.S. Patent No. 6,236.277. 

As per claim 3, the applicant describes the time source of claim 1 , which is met by Weppler in 
5 view of Schneier in further view of Hartman, with the following limitation which is met by Esker: 

a) a first crystal oscillator configured to stabilize the private time source (Esker: Col 7. lines 3-11); 

b) a second crystal oscillator configured to stabilize the published time source (Esker: Col 7. lines 

3-11); 

Weppler in view of Schneier in further view of Hartman disclose all the limitations of claim 1. 
10 However, Weppler in view of Schneier in further view of Hartman fail to disclose that the private time 
source and the published time source have crystal oscillators. 

Esker discloses a time system in which a clock is stabilized by a crystal oscillator. It would have 
been obvious to one of ordinary skill in the art at the time the invention was filed to combine the ideas of 
Esker with those of Weppler in view of Schneier in further view of Hartman because using a crystal 
15 oscillator is a common way of efficiently maintaining a clock. 

Claims 9 and 10 are rejected under 35 U.S.C. 103(a) as being unpatentable over Weppler in view 
of Schneier in further view of Hartman in further view of Watson, U.S. Patent No. 6,775,704. 

20 As per claims 9 and 1 0, the applicant describes the time source of claim 1 , which is met by 

Weppler in view of Schneier in further view of Hartman, with the following limitation which is met by 
Watson: 

Wherein the update condition is further based on an elapsed time between sending the request 
and receiving the reply (Watson: Col 7, lines 29-32); 
25 Weppler in view of Schneier in further view of Hartman disclose all the limitations of claim 1 . 

However, Weppler in view of Schneier in further view of Hartman fail to disclose the idea that an update 
condition is based on an elapsed time between sending the request and receiving the reply. 
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Watson discloses this idea in which a message is checked to make sure that it was not sent more 
than 5 to 20 seconds after it is received. It would have been obvious to one of ordinary skill in the art at 
the time the invention was filed to combine the ideas of Watson with those of Weppler in view of Schneier 
in further view of Hartman and incorporate the use of monitoring the elapsed time from when a request 
5 was sent to when the reply is received so that replay attacks do not occur. 

Claim 13 is rejected under 35 U.S.C. 103(a) as being unpatentable over Weppler in view of 
Schneier in further view of Hartman in further view of Terao, U.S. Patent No. 6,651,167. 

10 As per claim 13, the applicant describes the trusted high stability time source of claim 1, which is 

met by Weppler in view of Schneier in further view of Hartman, with the following limitation which is met 
by Terao: 

A tamperproof enclosure encapsulating the private time source, the published time source, and 
the control logic (Terao: Col 7, lines 2-11); 

15 Weppler in view of Schneier in further view of Hartman disclose all the limitations of claim 1. 

However, Weppler in view of Schneier in further view of Hartman do not disclose that the enclosure 
encapsulating the private time source, the published time source, and the control logic is tamperproof. 
Terao discloses the idea of making an enclosure tamperproof. It would have been obvious to one of 
ordinary skill in the art at the time the invention was filed to combine the ideas of Terao with those of 

20 Weppler in view of Schneier in further view of Hartman and make the enclosure tamperproof because 
doing so makes the system more secure. 

Response to Arguments 
Applicant's arguments filed 1/20/06 with respect to the 1 12 second paragraph rejection of all 
25 pending claims have been fully considered and are persuasive. Therefore, the 1 12 second paragraph 
rejection of all pending claims has been withdrawn. 
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Applicant's arguments with respect to the 103(a) rejection of claim 1 under Weppler in view of 
Schneier in further view of Hartman have been fully considered but they are not persuasive. Applicant 
presents the following arguments: 

(1) There is no motivation to combine Weppler, Schneier, and Hartman 
5 (2) There is nothing in Weppler that suggests the particular claimed approach to updating the 

published time used for time stamping in a trusted high stability time source and the required update 
condition 



Examiner respectfully disagrees. Regarding (1), Applicant argues that there is no motivation to 

10 combine Weppler, Schneier, and Hartman. Applicant appears to arguing that there is no motivation for 
combination because Weppler is about synchronizing clocks, Schneier is about time stamping, and 
Hartman is about a time keeping system (Remarks, page 2 first paragraph). Examiner respectfully 
submits that the test for motivation is not whether or not references have different functions. Further. 
Examiner fails to see how such an argument can be anything but spurious since motivation was expressly 

15 provided in the previous action. Applicant is advised that motivation was provided for combining Schneier 
with Weppler (page 4, lines 20-23) and that motivation was provided for combining Hartman with Weppler 
in view of Schneier (page 4, line 26 to page 5, line 2). 

Regarding (2), Applicant's arguments fail to comply with 37 CFR 1.111(b) because they amount 
to a general allegation that the claims define a patentable invention without specifically pointing out how 

20 the language of the claims patentably distinguishes them from the references. Specifically, Applicant 
provides two statements about Weppler and concludes that there is nothing in Weppler that suggests the 
particular claimed approach to updating the published time used for time stamping in a trusted high 
stability time source and the required update condition (Remarks, page 2 second paragraph). Such an 
argument fails to comply with the provisions of 37 CFR 1.1 1 1(b) as Applicant merely provides an 

25 expansive allegation of patentability without particularly pointing out what specifically is deficient in the 
rejection and how the language of the claim patentably distinguishes it from the reference(s). 
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Furthermore, even if the statement were in compliance with 37 CFR 1.111(b). the argument is 
moot in light of the fact that Examiner never offers that Weppler suggests the particular claimed approach 
to updating the published time used for time stamping in trusted high stability time source and the 
required update condition. In fact, Examiner explicitly notes that Weppler does not teach the particular 
5 claimed approach as Weppler never discloses timestamping (page 4, line 16) and Weppler never 

discloses requesting a published time update (page 4, lines 24-25), Examiner has rejected the particular 
claimed approach under the combination of Weppler in view of Schneier in further view of Hartman. 



Conclusion 

10 THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time policy as set forth 

in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE MONTHS from 
the mailing date of this action. In the event a first reply is filed within TWO MONTHS of the mailing date 
of this final action and the advisory action is not mailed until after the end of the THREE-MONTH 
15 shortened statutory period, then the shortened statutory period will expire on the date the advisory action 
is mailed, and any extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later than SIX 
MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the examiner should 
20 be directed to Kevin Schubert whose telephone number is (571) 272-4239. The examiner can normally 
be reached on M-F 7:30-6:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
Emmanuel Moise can be reached on (571) 272-3865. The fax phone number for the organization where 
this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent Application 
Information Retrieval (PAIR) system. Status information for published applications may be obtained from 
either Private PAIR or Public PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
5 you have questions on access to the Private PAIR system, contact the Electronic Business Center (EBC) 
at 866-217-9197 (toll-free). 

KS 
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